The Smart Grid provides a reliable power supply and selfhealing power systems, through the use of digital information, automated control, and autonomous systems.
The symmetric key [17] scheme is based on the NeedhamSchroeder authentication protocol, and the public key scheme is based on elliptic curve cryptography for high efficiency and strong security. The use of public keys also has a nice property that no static symmetric key is needed between data aggregators and collectors; this eliminates the possibility that symmetric keys could be compromised, and it also avoids the overhead of managing symmetric keys.
Now in this paper we want to use security platforms that used both of cryptography and key management. Because it is the important architecture [21, 22] and just one security plan it is not enough. so we have to use both of cryptography and key management in the same time.
II. SECURITY PLATFORMS
In this case we want discussion about Cyber security in C4ISR system and Smart Grid system. such a large system as we can make it a "system" is. Hence, more and more opportunities to attack opponents. These forces C4ISR system designers additional measures against enemy attacks, intelligent and determined to make the system secure against this type of attack.
There are four general vulnerabilities that can be experienced in C4ISR systems. Those are unauthorized access to data, clandestine alteration of data, identity fraud and denial of service (DoS) [16] . • Authentication: ascertaining the user identity through various means such as passwords, fingerprints, digital certificates, etc.
• Access Control: Permission or authority to perform specified actions as authorized in policy guidelines.
• Data Confidentiality: protection of data against unauthorized disclosure.
• Data Integrity: The assurance that data received and is same as transmitted by authorized user.
• Non-repudiation: Providing protection against denial by participants once participated in communication.
• Availability: Ensuring availability of a capability or system at all times or whenever desired/required. Cyber Security Model. Like for any other network's security, the three main objectives that cyber security focuses on is availability, integrity, and confidentiality, that is, availability of power with integrity of information and confidentiality of customer's information. Participants can access the destructive effects of the disaster.
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Therefore, the communication architecture should be a strong sense of security that provides participant at risk, while still allowing access to / from the network remaining (open) grid.
III. A SECURITY PLATFORM FOR SAGC4ISR
In order to obtain cyber security, we must use different keys for data encryption and secure. In this section, we study the various aspects related to encryption and key management. We first through the limitations of encryption issues and solutions relate to the encryption and then go.
A. Constraints
In this part we wand explain some of the restriction in the AGC4ISR [18] and SAGC4ISR [19] which are introduced by Mehdi Bahrami et al.:
Computational constraints. Residential meters limitations when it comes to computing power and the ability to store cryptographic material. Future device requires a fundamental cryptographic functionality, including the ability to support symmetric encryption for authentication. Using low cost hardware with embedded encryption is necessary, but not sufficient to achieve high availability, integrity and confidentiality of the SAGC4ISR architecture.
Channel bandwidth. Communication that will take place in a SAGC4ISR architecture will take place over different channels with different bandwidth. AES encryption which produce the same number of output bits as input bits. It can compress a bit too much, because they are encrypted and random in nature. If you need to compress the data, we need to do before encryption. Another factor to be considered based cryptographic message authentication code (CMAC), which was added as a fixed overhead to a message is typically 64 bits or 96 bits. The overhead itself is remarkable that we are dealing with SMS, because they require large bandwidth channel. Figure 2 Four Dimensions of Architecture Integration [20] There are four dimensions of architecture integration [20] that represent varying degrees of integration scope. In past part explain autonomic grid in C4ISR and create AGC4ISR architecture, after that explaining the Smart grid and added to AGC4ISR architecture and create the SAGC4ISR architecture. But now we want discussion about the very important problem in SAGC4ISR, it is security.
In this paper we explain some of the security plan that its normal for all the network and architecture but now we want to use them in our problem.
For description this problem, organization all parts connected with security plan that explained in last part.
Now we try to use a security plan in this organization:
First dimension take decisions like echelon from top to bottom in every organization. This decision need to some primary information that after hoarding and spent more time, people can take decision. But now the important problem in this part is security, because it a natural part of C4ISR and should be use the strong security plan in this part. Also
propose that use at beginning the cryptography for had the 
IV. CONCLUSION
To the best of our knowledge, at first we deliberation the Smart grids with advantage and disadvantage of cyber security. In this time, study about some security model.
After that we observation the detail of some cyber security and security plan in Smart Grids and C4ISR.
Finally deliberation the encryption and key management for SAGC4ISR and also result of them is we can use the security plan for SAGC4ISR that discussion in last part.
